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Motivation

§ Rising prevalence of blockchains
§ Blockchain integration in educational curricula (e.g., BBSE  course at TUM)
§ Shift towards decentralized computing
§ Ethereum and Solidity smart contracts
§ Cruciality of testing smart contracts for vulnerabilities
§ Growing focus on smart contract testing in education
§ Encouraging student engagement in exercises

§ BBSE statistics: ~800 students registered, yet only a few exercise downloads
§ Enhancing student participation through gamification strategies (leaderboards, gas usage tracking)
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¹ Blockchain-based Systems Engineering

¹

Gas as a Unit of Work. Dannen [1] describes gas in Ethereum as a unit of work, which quantifies the computational effort required for operations and 
transactions, where the total fee incurred is calculated by multiplying the total amount of gas used by the price paid for the gas.

[1] C. Dannen. Introducing Ethereum and Solidity. Vol. 1. Springer, 2017.



Problem Statement

We claim that this testing service will significantly contribute to the technological developments in educational settings, 
aiding students in creating more secure and reliable smart contracts before deploying them in critical applications.
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Demo
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Problem Statement – Main Challenges of Smart Contract Testing

§ Unlike the execution of traditional programs, limited execution time and resources (e.g., set by metrics like 
gas usage) are involved.

§ A blockchain is simulated.
§ The blockchain is immutable; therefore, the deployment of reliable code is crucial.
§ Smart contracts can be highly complex due to their self-executing nature.
§ The significance of scalability is crucial in educational contexts, especially when the system experiences its 

highest loads during peak hours.
§ Test runner frameworks are required to test smart contracts.
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Research Questions

RQ1 What are the requirements for educational unit testing?
A. What is the core use case?
B. What are exemplary exercises that we would like students to do?

RQ2 What is the status quo in automated smart contract testing?
A. Are there examples of smart contract testing as a service?
B. Which tools are most commonly used for smart contract testing?
C. How can we characterize those tools in terms of their key features

and performance measurement capabilities?

RQ3 What do we have to consider regarding security and stability when
using a testing tool in a way that is not entirely intended?
A. How can errors and crashes in the contract execution be handled?
B. What measures do we need to take to prevent accidental or intentional system overload?

RQ4 How can a learning platform giving feedback through automated
smart contract unit testing be developed?
A. What considerations need to be made to ensure the service is scalable and expandable?
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Test Runner Frameworks – Most Commonly Used Ones and Overview

Test runner frameworks are the software frameworks or platforms that facilitate the development, 
deployment, and testing of smart contracts on blockchain platforms.

§ Truffle was the initial smart contract framework.
§ Hardhat followed later and rose to become a major competitor.
§ Foundry is emerging as a rising star, distinguished by its remarkably swift testing speed.
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Test Runner Frameworks – Key Comparative Factors

§ Development experience (installation, setup, and documentation)
§ Testing capabilities
§ Test result reporting capabilities (e.g., accurate gas consumption results)
§ Performance
§ Containerization capabilities
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Test Runner Frameworks – Performance Results

© sebis231211 Batuhan Erden Automated Unit Testing of Solidity Smart Contracts in an Educational Context 10

Compilation & Test Execution Times of Frameworks



Test Runner Frameworks – Performance Results (Containerized)
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Test Execution Times with Containerization Versions



Developing a Learning Platform
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Source: [2]

[2] A. Mouat. Docker. O’Reilly Japan, Incorporated, 2016.



Results and Analysis – Security and Stability
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Test Execution with Failing Tests Test Execution with Contract Error

Test Execution Timeout Test Execution with Excessive Gas Usage



Results and Analysis – Efficiency and Performance
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Total Processing Time for Simultaneous Execution of All Submissions

²

³ A machine with 2 CPU cores allocated from an Intel® Xeon® CPU E5-2697A v4 @ 2.60GHz and 4 GB RAM.

² Apple M1 Pro (2021, 10-core CPU, 16 GB RAM).

³



Summary
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RQ1
What are the requirements for educational 
unit testing?

Empowering student development 
through tailored exercises within the 
core use case.

RQ2
What is the status quo in automated smart 
contract testing?

§ Contrasting smart contract testing 
against traditional program testing 
to highlight differences.

§ Identification of Foundry as the 
optimal framework for smart 
contract testing, based on various 
key comparative factors:

§ Usability
§ Development experience
§ Features
§ Performance
§ Containerization capabilities

RQ3 & RQ4
• What do we have to consider 

regarding security and stability when 
using a testing tool in a way that is not 
entirely intended?

• How can a learning platform giving 
feedback through automated smart 
contract unit testing be developed?

Development of a robust testing 
service aligned with the core use 
case requirements:

§ Ensuring security
§ Guaranteeing stability
§ Optimizing efficiency
§ Providing horizontal 

scalability
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Background – A Simple Smart Contract
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A Simple Smart Contract to Deposit/Withdraw Funds

[3] M. Wöhrer and U. Zdun. “Smart contracts: security patterns in the ethereum ecosystem and solidity”. In: 2018 International Workshop on Blockchain Oriented Software Engineering (IWBOSE). IEEE. 2018, pp. 2–8.

Source: [3]



Background – An Example of a Solidity Test Case
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Example Solidity Test Case – Verifying Successful Deposit



Test Runner Frameworks – Containerization Capabilities (Image Sizes)

© sebis231211 Batuhan Erden Automated Unit Testing of Solidity Smart Contracts in an Educational Context 19

BBSE Bank 2.0 - Image Sizes with Containerization Versions



Test Runner Frameworks – Containerization Capabilities (Scalability) 
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BBSE Bank 2.0 - Test Execution Times with CPU Core Counts



Developing a Learning Platform – High-Level Flow
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Developing a Learning Platform – Data Model
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Developing a Learning Platform – Dockerfile for Project Image Creation
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Developing a Learning Platform – Horizontal Scalability
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